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What It Is

KSF NMEA Sniffer is a native macOS diagnostic app for sailors, installers, and developers
who need to see what is actually moving through a boat data system.

It reads NMEA2000/CAN and NMEAO183 from USB adapters, line-based TCP/UDP adapters
over LAN/WLAN, and read-only Signal K streams over WLAN/LAN. The app presents the
traffic in a readable way, with filtering, throttling, rate counters, Network Doctor findings,
and capture logging.

Why It Is Useful

- Makes noisy NMEA2000/CAN traffic readable instead of a wall of hex.

- Pretty-prints known NMEA2000 and KSF private PGNs.

- Shows NMEAO183 sentences such as GPS, heading, wind, and AlS lines from USB
serial feeds.

- Monitors Signal K delta values from OpenPlotter/OpenMarine or Signal K Node Server
over WLAN/LAN.

- Reads line-based TCP/UDP NMEAO183 and NMEA2000/CAN gateway streams.

- Uses Network Doctor to explain likely source conflicts, missing time, bad checksums,
noisy messages, and adapter-format clues.

- Saves adapter-learning profiles with likely protocol, framing, confidence, and evidence.

- Counts NMEA2000 PGNs and NMEAOQO183 sentence types per second and per minute
to find repeated, missing, or flooding messages.

- Filters and throttles high-rate PGNs without losing raw evidence.

- Logs decoded text, raw text, or raw binary capture files.

- Records a dedicated raw NMEAQO183 blackbox log with 10-second duplicate-line
throttling.

- Lets users add or override PGN decoders with a JSON file instead of waiting for a new
app release.

- Checks for signed app updates from the macOS application menu.



Inputs
USB serial:

- KSF Teensy NMEAZ2000 sniffer pretty-print output.
- candump compact frames.

- SLCAN/Lawicel extended frames.

- Generic CANID#HEXDATA Or CANID HEXDATA.

- NMEAO183 text sentences.

- Raw text fallback for unknown adapters.

LAN/WLAN:

- NMEAO183 over TCP/UDP from line-based Wi-Fi or Ethernet gateways.

- NMEA2000/CAN over TCP/UDP when the adapter exposes a supported line-based
frame format.

- Read-only Signal K WebSocket stream.

- Typical endpoint: ws://host:3000/signalk/vl/stream.

- Supports self, all, and none subscription modes.

Safety Boundary
The first public design is passive.

- USB input is receive-only from the app side.

- TCP/UDP adapter input is receive-only from the app side.
- Signal K is read-only.

- No Signal K publish, puT, or PosT.

- No CAN/NMEA2000/NMEAQ183 transmit path.

This keeps the app suitable for bench testing, onboard diagnostics, and demonstrations
without risking control traffic on the boat network.

Extensible PGN Decode

User PGN definitions live in:

~/Library/Application Support/KSF NMEA Sniffer/pgn_definitions.json

If a user JSON entry has the same PGN as a built-in decoder, the user JSON entry wins. This

makes it possible to correct, test, or replace built-in PGN decoding locally.
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