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What It Does

KSF NMEA Sniffer reads NMEA2000/CAN and NMEAO183 from USB adapters, line-based
TCP/UDP adapters over LAN/WLAN, and read-only Signal K streams over WLAN/LAN.

Use it when you want to see what is really on the CAN/NMEA2000 bus, compare raw
payloads against decoded values, inspect NMEAO183 sentences, monitor Signal K deltas,
hide noisy PGNs, throttle repeating messages, save evidence to a capture file, keep a raw
NMEAO183 blackbox log, or let Network Doctor explain likely source and adapter problems.

What’s New In v1.2.0

- Network Doctor page with plain-language diagnostics for source conflicts, missing time,
bad NMEAOQO183 checksums, noisy messages, and Signal K receive state.

- LAN/WLAN TCP/UDP Inputs on the Live Decode page for line-based NMEAO183 and
NMEA2000/CAN adapter streams.

- Adapter Format Learning panel that inspects current traffic, reports likely protocol/
framing/confidence, and saves adapter profiles.

Basic Workflow

1. Connect the Teensy sniffer, USB-CAN adapter, or NMEAO183 USB serial feed to the
Mac.

. Open KSF NMEA Sniffer.

. Go to Live Decode.

. Press Refresh Ports.

. Select the serial port.

. Select protocol Auto unless you know the adapter format. Use NMEA0183 for a plain
NMEAOQO183 serial feed.

7.Press Start.
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For Signal K, go to signal K, enter the server host/IP and port, and press Connect. Signal K
is independent from the USB sniffer start/stop button.

For TCP/UDP NMEA adapters, go to Live Decode, add a LAN/WLAN TCP/UDP Input, select TCP
client or UDP listen mode, set host/port where needed, and press Start.



Use KSF NMEA Sniffer -> Check for Updates... from the macOS application menu to check
the SailingKSF download page for a newer signed DMG.

Protocol Selection

- Auto: tries KSF pretty lines, candump compact, SLCAN, and raw hex text.

- KSF Teensy Pretty: for the KSF Teensy sniffer pretty-print output.

- candump compact : for lines like ©09F11392#008027FFFFFFFFFF .

- SsLcAN: for Lawicel/SLCAN text frames like T09F113928008027FFFFFFFFFF .

- Raw Hex Text: for simple CANID#HEXDATA Or CANID HEXDATA.

- NMEA0183: for serial text sentences such as $GPRMC, $GPGGA, $HCHDG, $WIMWV, !'AIVDM, and
IAIVDO.

- Text Only: show and log serial lines without trying to decode CAN frames.

The same protocol selections are used for TCP/UDP inputs. The first network input
implementation is line-based. If a LAN/WLAN NMEA2000 adapter uses unknown binary
framing, the app will show that as unknown/binary traffic; capture a sample and use adapter
learning before adding a decoder.

LAN/WLAN TCP/UDP Inputs

The LAN/WLAN TCP/UDP Inputs panelis on the Live Decode page.
Supported transport modes:

- TCP client: the app connects to a host/IP and port and reads line-based data.
- UDP 1listen: the app listens locally on the selected UDP port and accepts datagrams
from any sender.

Typical NMEAO183 Wi-Fi gateways use port 10110, but gateway products vary. NMEA2000
gateways may publish CAN frames using SLCAN, candump-like text, raw CANID#HEXDATA, Or
vendor-specific binary framing. The app can decode known line-based text formats now;
vendor binary framing needs adapter learning and sample traffic before it can be decoded
safely.

Network inputs are read-only from the app side. The app does not send data back to the
adapter.

Signal K

The signal K page is for read-only WLAN/LAN monitoring of a Signal K server.

The Mac connects to the Signal K server. In most installations that server is a Raspberry Pi/
OpenPlotter box, a Signal K Node Server, or a gateway on the same boat LAN/WLAN. The
Mac address shown in the app is only a subnet hint; it is not the server address unless
Signal K is running on the Mac itself.



Typical server examples:

- <server-ip>:3000
- openplotter.local:3000
« ws://server.local:3000/signalk/vl/stream

Some servers can be reached by mDNS/Bonjour hostnames such as openplotter.local. If
that name does not resolve, use the actual server IP address from the router, OpenPlotter
screen, or gateway configuration page.

The default path is:
/signalk/vl/stream
The app supports the standard Signal K WebSocket stream query options:

- self:stream own-vessel values.

- all: stream all values the server publishes.

- none : connect heartbeat-only until a future subscription feature is added.

- Cached values: ask the server to send its current cached values immediately after
connection.

This version is intentionally read-only. It does not publish deltas, send puT requests, send
POST requests, or transmit anything to NMEA2000/NMEAOQO183. That makes it safe as a
diagnostic viewer beside OpenPlotter/OpenMarine, Signal K Node Server, or similar systems.

Signal K values are displayed with:

- Timestamp.

- Signal K path.

- Value.

- Source label/type/src/PGN when the server supplies it.
- Context, normally the vessel context.

More detailed Signal K connection notes are in docs/SIGNALK_INPUT.md .

Network Doctor

The Network Doctor page reads the existing Live Decode, Bus Rates, and Signal K state and
turns common problems into plain-language findings.

It currently checks for:

- no traffic or traffic that does not decode

- high unknown-line rate

- multiple recent NMEA2000 sources for position, GNSS, heading, and wind

- position/GNSS traffic without recent System Time 126992 or Date/Time 129033
- bad NMEAO183 checksums

- high-rate PGNs and high-rate NMEAO183 sentences

- Signal K connected but not receiving values

The page does not transmit and does not change source priorities. It is an inspection aid.



Adapter Format Learning
Adapter Format Learning lives inside Network Doctor .
Workflow:

1. Configure the USB, TCP, UDP, or CAN adapter.

2. Press start and let traffic run for a short while.

3. Open Network Doctor .

4. Press Analyze Current Traffic.

5. Review likely protocol, likely framing, confidence, and evidence.
6. Save the profile if it matches the adapter.

Saved profiles are references for later setup and troubleshooting. The first version does not
yet auto-apply binary vendor framing from a saved profile; that requires real sample traffic
for the adapter.

Filters
The Filters page controls what is shown in the live view.

- Search text matches PGN, name, decoded fields, raw hex, and raw input line.

- Only known PGNs hides frames that do not have a built-in or user JSON definition.

- Pause live view keeps capture/logging running but stops adding rows to the visible
list.

- Global throttle limits all PGNs to a minimum visible interval.

- Per-PGN rules can hide specific PGNs or add a larger throttle interval.

Bus Rates

The Bus Rates page counts how often each NMEA2000 PGN appears on the bus and how
often each NMEAQO183 sentence type appears on serial text inputs.

This counter runs before live-view filters and throttles. That means hidden or throttled PGNs
and NMEAO183 sentences are still counted, so the page is useful for finding noisy devices,
repeated heartbeat storms, GPS sentences arriving too often, or sentences that are missing.

For each PGN the page shows:

- Total count since counters were cleared.

- Messages per second over the last second.

- Messages per minute over the last 60 seconds.
- Last-seen time.



NMEAO183 Blackbox

The Logging page includes a dedicated NMEAO183 blackbox recorder. This is separate from
normal capture logging and is intended for raw voyage/diagnostic evidence from GPS, AlS,
wind, depth, weather, or gateway text feeds.

When Record raw NMEA®183 blackbox is enabled and the sniffer is started, the app creates a
timestamped .nmea.log file in the Blackbox folder. You can choose another folder if you
prefer to keep blackbox files on an external disk.

Each data line is:
I1S08601 UTC timestamp<TAB>raw NMEAO183 line

Only lines starting with $ or ! are recorded. Identical repeated lines are written at most
once every 10 seconds, and skipped repeats are counted as throttled lines. This keeps long
bench runs useful without filling the disk with unchanged repeated sentences. - PGN name
from built-in or user JSON definitions.

For NMEAOT183, the page counts the talker+sentence header, for example GPRMC, GPGGA,
HCHDG, AIVDM, or AIVDO, with the same total, per-second, per-minute, and last-seen values.

Press Clear Counters to restart rate measurement.

Logging
The Logging page selects capture mode:

- 0ff: no capture file.

- Decoded Text: one readable decoded line per decoded event.

- Raw Text:raw input lines exactly as parsed by line.

- Raw Binary:raw serial bytes exactly as read from the serial port.

If no folder is selected, capture files are stored in:

~/Library/Application Support/KSF NMEA Sniffer/Captures

User PGN JSON

The PGN JSON page opens, imports, exports, and reloads user PGN definitions.

User JSON takes precedence over built-in definitions. If you create a JSON entry for a PGN
that already exists in the app, the JSON name and description replace the built-in values. If
the JSON entry has fields, those fields also override the built-in pretty-printer for that PGN.

The file is:
~/Library/Application Support/KSF NMEA Sniffer/pgn_definitions.json

Example:



"fileFormatVersion": 1,
"definitions": [
{

"pgn": 130824,
"name": "Vendor Example",
"description": "Example private PGN",
"expectedLength": 8,
"fastPacket": false,
"defaultThrottleMs": 500,

"fields": [
{ "name": "Manufacturer", "offset": 0, "type": "ul6le", "length": 0, "scale": 1,
"unit": "", "precision": O, "na": "" },
{ "name": "Temperature", "offset": 2, "type": "sl6le", "length": 0, "scale":

©.01, "unit": "C", "precision": 2, "na": "Ox7FFF" }

How The JSON Is Built

The top-level JSON object contains a definitions array. Each item in that array describes
one PGN.

Required PGN properties:

- pgn: Decimal PGN number.
- name : Short display name.

Optional PGN properties:

- description: Text shown in event details.

- expectedlLength: Expected payload length in bytes. Use o or omit if unknown or
variable.

- fastPacket: Set true for NMEA2000 fast-packet PGNs.

- defaultThrottleMs: Default visible throttling for this PGN in milliseconds.

- fields: Array of field descriptions.

Each field reads bytes from the decoded NMEA2000 payload. Offsets are zero-based, so
offset: 0 is the first payload byte. For fast-packet PGNs, offsets refer to the reassembled
payload.

Required field properties:

- name : Label shown in decoded output.
- offset: Zero-based byte offset.
- type: Field type.

Optional field properties:

- length: Required for ascii, useful for bytes.
- scale: Numeric multiplier after reading raw value. Defaultis 1.0.



- unit: Display unit text.
- precision: Decimal places for numeric display. Default is 2.
- na: Reserved for future custom not-available rules.

Supported field types:

- u8: Unsigned 8-bit integer.

- s8: Signed 8-bit integer.

- ulele: Unsigned 16-bit little-endian integer.

- sl6le: Signed 16-bit little-endian integer.

- u32le: Unsigned 32-bit little-endian integer.

- s321e: Signed 32-bit little-endian integer.

- float32le: IEEE-754 32-bit float, little-endian.

- ascii: Fixed-length ASCII text. Set 1ength.

- bytes: Raw bytes shown as hex. Set 1ength, or omit to read to the end.

More detailed help is in docs/PGN_JSON_HELP.md .

Notes

The app is passive. USB and TCP/UDP inputs read data only and do not transmit CAN/
NMEAZ2000/NMEAOQ183 traffic. Signal K support is also read-only over WLAN/LAN.

Known fast-packet PGNs are reassembled when raw USB-CAN input is used. If a private/
vendor PGN is fast-packet, mark "fastPacket": true in the user JSON definition so the app
knows to reassemble it before decoding.
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